
Causes Impact and Consequences Mitigation

(What is causing this risk) (What might happen if the risk is not addressed) (What measures are in place already to manage this risk)

Likelihood has been reviewed 

by the Assistant Director as 

requested by Overview 

Committee. This has been 

noted but the likelihood score 

has not changed at this time. It 

is a future increasing risk and 

we have no evidence to 

demonstrate the risk profile 

has changed significantly but 

this will be kept under review.
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The Council has a central role to play 

in the response to a major incident or 

event in the community and the 

subsequent recovery phase. The risk of 

flooding, both coastal and inland is 

increasingly recognised as one of the 

most significant and 'likely' events that 

the Council will need to help with 

recovery. 

There are also internal incident and 

events which could impact on the 

Council’s operations directly (e.g. 

cyber-attack, IT infrastructure failure, 

building fire).

In the immediate response phase to an emergency in the 

District, the "Blue Light" services will take the lead with the 

Council taking the lead role in the subsequent recovery phase

There could be significant impact on service delivery and 

potentially Council finances..

Covid19 – most emergencies play out over a few weeks, with 

some ongoing support needed at a low level of resource 

sometimes for months.  The current pandemic has already been 

longer than any emergency we’ve dealt with, has required more 

resources, and has had a significant financial impact.  The ability 

of staff to deal with such a long emergency situation could 

impact on their resilience, and our ability to deliver all our 

services.

The establishment of the S&ELCP has increased the resilience and 

capability of the 3 partner councils. Resources can be more easily 

shared across the sub-regions and procedures and policies are being 

joined up to make our response to and recovery from an incident 

more efficient and effective.

Staff across the S&ELCP are regularly trained at both Silver and Gold 

command in order to take a full part in a Lincolnshire-wide 

emergency response and support our partners in the sub region.

All three councils are members of the Lincolnshire Resilience Forum, 

enabling access to expertise held by LCC whilst retaining staff, 

resources and expertise in each sovereign council within an EP&BC 

structure across the Partnership. 

Senior staff within the Councils are involved in training exercises 

delivered by the Local Resilience Forum (LRF). Regular 'live' training 

exercises are coordinated at County level to maximise preparedness 

in each sovereign council and across the sub region.  Each authority 

has an Emergency Plan & Business Continuity Plan in place in order 

that service delivery can be prioritised and maintained at such times. 

A joint emergency and business continuity plan was approved in 

2021 for ELDC and BBC to improve resilience and capability with 

plans for a more joined up approach across the sub region with the 

advent of the S&ELCP. Public Sector Partnership Services (PSPS) and 

Magna Vitae have Business Continuity Plans in place.      

Work begins in 2023 to update and align all BC plans across the 

Partnership 

3 5 High (15)
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Uncertainty of 

future Lincshore 

flood defence 

scheme
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The potential for coastal flooding (sea 

inundation) remains a real threat along 

the coast, limiting development 

(growth) opportunities.  Recent 

changes in government policy in regard 

to partnership funding for flood 

defence schemes has left future 

prospects for the Lincshore flood 

defence scheme uncertain.

Without an agreed long term solution there is a concern that 

there may be a more significant flood incident in the future that 

would impact on the Council's ability to respond; and the level of 

risk may impact on the long term economic health of the district 

and the safety of communities.

The Council is an active member of the Lincolnshire Resilience Forum 

and Lincolnshire Flood and Drainage Management Strategy Board.

The Council will continue to work with partners, local MPs and the 

government to identify a solution to the future funding needs of the 

Lincshore scheme. 

The Council is also undertaking a number of activities including its 

Strategic Flood Risk Assessment to support and inform the Local Plan 

moving forward.

Equally, the Council is part of a number of groups, including a 

collaborative approach with the Environment Agency, to seek to 

identify the challenges and opportunities for the coast in the future.

2 5
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(10)
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Supporting 

recovery from 

Covid19 for the 

local economy – 

people and 

businesses
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It is anticipated that the pandemic will 

have an impact on national and local 

economies; and may affect businesses 

and jobs in East Lindsey.  

If the Government and Local Government is not able to help 

economies recover, there may be longer term challenges for 

businesses and employees resulting in job losses with direct 

impacts on residents.  Areas of deprivation will be of particular 

concern.

When businesses and people are negatively impacted resulting 

in loss of jobs, council services can come under additional 

pressure.

ELDC is fully engaged with partners and have already put measures in 

place to enable the local economy to support them during recovery 

as example using the welcome back funding. ELDC will look to 

prioritise planned capital investments that were designed to add 

value to the local economy. Environmental Health staff are heavily 

engaged in supporting businesses to adhere to, and work with, 

government guidelines to enable them to keep their businesses 

running.  ELDC will work with partners to help tackle the expected 

social and health impacts of the pandemic; not only on deprived 

communities and vulnerable groups, but for people who may never 

have been out of work or suffered poor mental health, but may find 

themselves in that position over the next year.

4 5 High (20)
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The current Covid19 pandemic has 

resulted in a loss of income to the 

council. It is anticipated that recovery 

may impact on the local economy for 

an extended period of time – so 

impact on income for the council may 

be over a protracted period. 

Covid19 - the council is heavily reliant on income from a range of 

sources.  The pandemic has had an immediate and significant 

impact on this income. 

The s151 Officer is looking in detail at the impact of loss of income 

on the budget, and will continue to monitor the Council’s finances 

very closely over the coming months, and will make 

recommendations for carefully managing expenditure.   

5 5 High (25)
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CORP001 -  

Reduction in 

government 

funding to deliver 

Council services 

and local 

priorities 
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The way that local government is 

funded is undergoing radical change, 

with the continued demise of direct 

government grant being replaced by 

incentives to grow the local economy 

and to secure benefits through 

increased business rate activity.

There is a lower certainty in regard to future finances and the 

continued need to reduce costs and explore income generating 

opportunities to maintain funding for service delivery. This 

continued changing climate presents challenges in agreeing the 

Council budget to deliver Council services and local priorities.

The S151 Officer closely follows all policy and practice changes being 

implemented by the Government and responds to relevant 

consultations. In-year budgets are closely monitored on a regular 

basis and inclusive budget challenge and budget building events are 

held throughout the year. Due to Covid19 the budget is currently 

being monitored very closely and a number of mitigating measures 

have been introduced.  There will be regular reviews to ensure that 

the council is managing any shortfalls and/or costs.
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The risk of the council's ICT 

infrastructure being severely impact as 

the result of a cyber incident, both in 

terms of downtime of systems and 

loss of data/information.

The threat landscape across the UK is continuously increasing 

and appears on the national risk assessment.  The Council need 

to constantly adapt in its security mitigation and training to 

ensure they are both prepared from a technical and from a 

people aspect

Defence in depth in the form of firewalls, Mimecast and antivirus is 

deployed both at the perimeter and the internal Local Area Network.  

The ICT team play an active part in the East Midlands WARP 

(Warning, Advice and Reporting Point) which allow us to have early 

sight of issues being experienced across neighbouring Authorities and 

Agencies.  ICT is also a member of the CISP formed by the National 

Cyber Security Centre, this allows us early awareness from the 

central agency responsible for cyber threats across the UK as well as 

allowing them to monitor our environment to a degree.  These 

mitigations afford ICT awareness of emerging threats.
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Technology 

Infrastructure 

failure
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The loss of ICT impacting upon the 

organisation to operate effectively and 

deliver services to residents. 

The Council relies heavily on the ICT infrastructure for normal 

business operation. Depending on the service lost, the impact 

could be severe

The Council has a series of resilience arrangements in place through 

its service provider, PSPS. Work is continuous to ensure these are fit 

for purpose across a range of areas.

In recognition of the outage of the Internet connection in September, 

PSPS considered an elevated risk score, however an outage does not 

mean the likelihood of reoccurrence is any greater, therefore whist it 

may have been elevated at that given time, the overall rating 

remains the same for the period of this risk register.   

In relation to this a Major Incident review has been conducted and is 

in the process of being shared with the ICT Strategy Board, SLT and 

Portfolio Holder.  This review considers resiliency options that may 

be used to lower the risk scoring in the future.  These options were 

previously considered in 16/17 by the then SHDC Strategic ICT 

Manager and corresponding Executive Director and were considered 

cost prohibitive when reviewed against likelihood.

2 5
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Resilience and 

quality of service 

delivery 

arrangements 
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This risk relates to the

potential for the failure of potential for 

the failure of a major supplier of 

Council services or partners with 

whom the Council co-delivers/enables 

provision of services and operations

In the event of a failure, either in resilience or quality, there are 

likely to be a mix of financial, service delivery and reputational 

impacts to the Council.

Assessment of business plans for key partnerships.

Regular performance reports and monitoring meetings with third 

parties.

Some key partnerships based on open book approach to financial 

monitoring

A new 10 year contract with PSPS is now in place, providing 

increased certainty for staff.

Covid 19 has affected the leisure industry in particular, and there are 

regular meetings between ELDC and Magna Vitae to provide support 

in managing the current difficult circumstances.  MV has been able to 

provide help and support with some of our Covid19 response 

measures.

3 3
Medium 

(9)
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At any time the Council has significant 

sums of money lodged with financial 

institutions to cover both day to day 

costs and long term investments.  It is 

important that policies are clear and 

unambiguous in relation to the placing 

and management of such investments 

to safeguard public money.

Uncertain national and international 

economic conditions may affect the 

rating of financial institutions and 

hence their perceived integrity as a 

safe haven for public money can be 

affected.

Commercial property performance 

may vary through differing market 

conditions and valuations changes are 

likely.

Investment presents both positive (opportunity) and negative 

risks the latter of which is a loss of finance to support Council 

services and loss of finance which is being held on behalf of 

other organisations. 

A long term strategy is in place, supported by strong internal 

awareness and governance and external professional advice.

The Council's Investment Policy and Strategy are kept under constant 

review with regular updates to Management Team, Portfolio Holder 

and Executive Board.  Audit and Governance Committee receives 

regular updates and the annual report is presented to Full Council.

Members are encouraged to be fully appreciative of changes and 

risks through training and seminars.

2 4
Medium 

(8)
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Increased understanding of the 

public's right to information means 

that we have to be fully aware of our 

legal duties.  The increase in data also 

means we have to be able to manage 

information more effectively, including 

reducing the amount of unnecessary 

data held.

Data protection breaches which can result in significant fines 

from the Information Commissioner's Office.  

All employees receive annual online training in data protection. 

Arrangements are in place to ensure that the organisation is 

compliant with the new General Data Protection Regulation (GDPR) 

requirement, including lead staff attending training.  PSPS also have a 

lead officer overseeing compliance.

An experienced Data Protection Officer is in place who monitors 

training, compliance and development of policy; also, full assessment 

of any breaches, providing recommendations for continual 

improvement. There is now additional resilience with two qualified 

DPOs in place across the Partnership which allows for cover.

2 4
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children, young 
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The Council has statutory duties in 

relation to safeguarding.  Section 11 of 

the Children Act requires a regular 

audit to assess our capacity to respond 

appropriately and identify 

improvements needed.

The Council also has statutory duties 

to safeguard individuals and 

communities in relation to the Care 

Act 2014, the Mental Capacity Act 

2005, Modern Slavery Act 2015 and in 

relation to Prevent.

In relation to non-compliance there are potentially significant 

reputational risks to the Council 

Lead Officer and Deputies identified, with the Portfolio Holder for 

Communities overseeing this area. The Safeguarding Policy and 

Procedures have been reviewed. The lead officer liaises regularly 

with other District Councils and external agencies. Team leaders 

identify relevant actions and staff training in their service plans.

Human Resources supports safer recruitment (including DBS checks) 

and training for officers, volunteers and councillors. An incident 

reporting mechanism is in place to monitor the Council's responses. 

Wellbeing Lincs Service has provided a countywide response and 

support service for vulnerable and clinically vulnerable residents. 

Safeguarding was a key focus of a report to LCC during the Covid 

response. The District Councils and County Council continue to meet 

to collaborate and discuss matters around safeguarding policy and 

procedures. 
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The Local Plan sets the framework for 

economic growth in the district 2011-

2036. The strategy restricts growth on 

the coast around towns such as 

Skegness and Mablethorpe and makes 

limited allocations of employment land 

across East Lindsey. This gives rise to a 

real risk that economic growth and 

prosperity will be contained if existing 

commitments are not delivered in the 

right place, in the right quantum at the 

right time.

Local people will not have access to the home and jobs they 

need. Prosperity will be reduced.

The Local Plan is monitored regularly with an Annual Report 

produced, in addition, measures such as the 5-Year Housing Land 

Supply and Housing Delivery Test are good indicators as to the 

delivery of the Local Plan. Decisions are taken against the plan, 

however, they do not preclude other developments from coming 

forward as appropriate for consideration. Appeal decisions also 

inform our understanding of Plan performance. There is a statutory 

requirement for a 5-year review of the Local Plan (after 2024). There 

is presently no indication that the plan is not performing as required 

(even when giving regard to Covid and Brexit effects), and it is 

considered that the plan is sufficient to support the growth and 

prosperity of the district..
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The Council has a clear responsibility 

to both staff and recipients of services 

under Health and Safety legislation 

and needs to effectively manage its 

responsibilities.

There can be consequences to the organisation's finances and 

reputation relating to non-compliance of health and safety 

requirements. There is also the risk of harm to individuals.

Covid19 – is classified as a workplace hazard. If staff were not 

protected as much as possible from transmitting the virus there 

could have been a serious impact on staff health, and real risk 

that essential services could not be delivered. 

The establishment of the S&ELCP has increased the resilience and 

capability of the 3 partner councils. Resources can be more easily 

shared across the sub-region and procedures and policies are being 

joined up to provide a more efficient and effective approach towards 

H&S compliance.

The partner Council receive specialist Health and Safety advice from 

Public Sector Partnership Services who support the Partnership 

Health and Safety Governance Group (chaired by the Assistant 

Director – Regulatory) and the Staff Health and Safety Forum. Both 

operate under agreed terms of reference and feed into the LT – 

Governance. 

LT Governance receive minutes and recommendations for approval 

from the Governance Group and the staff Forum. Policies and 

procedures are agreed at the Governance Group and referred to LT 

Governance for information.

Health and Safety is included within Internal Audit’s annual audit 

plan. The audit undertaken in 2021 demonstrated a substantial level 

of assurance.

2 3
Medium 
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Capital 

Programme
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Onsite Issues

Grant funding withdrawal

Non-compliance of grant funding 

obligations

Insufficient Pre-project planning and 

specs (Brief-Creep)

Partners withdrawal

Failure to deliver Major capital schemes within the capital 

programme resulting in

Reputational Damage

Financial impact

Failure to deliver council objectives

Reduced ability to secure future funding

Robust programme and project management

Regular and structured reporting mechanisms

Robust and effective governance (financial and project)

Effective working with partners and 3rd Party delivery

Risk transferrance and mitigation

2 3
Medium 

(6)

New strategic risk identified 

following review across the 

Partnership
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Externally Funded 

Schemes
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Onsite Issues

Grant funding withdrawal

Non-compliance of grant funding 

obligations

Insufficient Pre-project planning and 

specs (Brief-Creep)

Partners withdrawal

Failure to deliver externally funded capital schemes resulting in 

Reputational Damage

Financial impact

Failure to deliver council objectives

Reduced ability to secure future funding

Robust programme and project management

Regular and structured reporting mechanisms

Robust and effective governance (financial and project)

Effective working with partners and 3rd Party delivery

Risk transferrance and mitigation

Requesting extra funding prior to project commencement where 

required
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New strategic risk identified 

following review across the 

Partnership

New strategic risk identified 

following review across the 

Partnership

16

General Fund 

Assets

A
D

: A
ss

et
s This risk identifies the need for the 

council to adhere to all prevailing 

statutory codes as they relate to 

council assets and functions

Failure to meet statutory requirements in regard to general fund 

assets

The asset team have compiled a working list of assets that either 

have compliance contracts in place or we have local contractors with 

the jobs in hand. A spreadsheet has been created and a considerable 

amount of time has been spent updating it ready so we can add to 

the new database of Technology Forge. 

The restructure has taken place so we now have the SOPM (Strategic 

& Operational Property Manager) for budget management, meetings 

job criteria and Strategic Property acquisitions and sales. This role 

encompasses the day to day running of the asset team. The Estates 

Officer for lease arrangements, new tenants, site management and 

all tenant referrals including day to day issues. Repairs officer - For 

day to day repairs and allocation of work required in conjunction 

with liaison via the Estates Officer and SOPM. The Project Manager 

role is also now defined and runs all medium and major projects for 

the team.

The BSO (Business Support Officer) is a new temporary role which 

monitors jobs coming in and is also a hands-on role that ultimately 

saves the Council budget money by undertaking jobs ourselves.

The SOPM would be the Senior Responsible Person for the Assets and 

Compliance routines.

Training takes place on a required basis. Asbestos training being the 

last training of significance that was undertaken by the team

1 4 Low (4)


